POZIADAVKY NA ROLY V KYBERNETICKE) BEZPECNOSTI V/ SR

Pripravujete sa na profesionalne pésobenie v niektorej z existujucich alebo pripravovanych roli v kybernetickej bezpecnosti?
Nasledujuci prehlad Vam pomoze sa zorientovat v odporucanych znalostiach a zrucnostiach, ktoré pokryvaju tu uvedené certifikaty.
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UROVEN KOMPETENCIiV KYBERNETICKEJ
A INFORMACNEJ BEZPECNOSTI

Architekt
kybernetickej Specialista
bezpecnosti riadenia rizik

* CASP+

* CCIE-S

* CISSP

* TOGAF-P
* COBIT-F

* CASP+

* CISA
*CISM
*M_O_R_P
* CRISC

* RTSA

* CCNP-S
* TOGAF-P
* CGEIT

* CRISC
*M_O_R_F
* CISA

* CISM

* ASA
LY.V
* PRINCE2P

* CBCI
* GDPR-P
* P27k
¢ ITRF

¢ CCNA
¢ Security+

* CISMP

¢ Security+
* GSEC

* CAP

¢ F27K

Specialista

Specialista pre rieSenie
kybernetickej kybernetickych

bezpecnosti incidentov

* CASP+
* CCIE-S
* CISSP

* CISSP

* CCNP-E
* CSX-P

* CSX-P
* CSA+
e Security+

*CCNA
e Server+
* Security+

Analytik
kybernetickej
bezpecnosti

* CASP+
*CTIM
* CISSP

s CSA+
* Network+
* PTIA
e CCPU

* CCNA-CO
* Network+
 Security+
* GSEC
*CCU

Tester
kybernetickej
bezpecnosti

L
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* Network+
e Security+
* PSA

o Linux+

e LPIC-2

Specialista pre
riadenie suladu

* CISSP
* CDPSE
* CIPT
* CIPM

e GCCC
* A27k
* CIPP/E

* CCSK

* GDPR-P
* P27K

* DSF

* Security+
*GSNA

* CAP

* F27K

Kompetencné
a certifikacné

o centrum

kybernetickej
bezpecnosti
Auditor Specialista
kybernetickej pre analyzu
bezpecnosti digitalnych stop
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* CISSP
* CISA

* CCSK
* GDPR-P
* P27K

e Security+
* GSNA

* CAP

* F27K

e Security+
* GCFE

Uvedené roly si kompatibilné s European Cybersecurity Skills Framework. Zoznam certifikatov uvedenych vyssie v prehladovej tabulke je len informativny

a nie je vycerpavajuci. Nie je preto vylicené, ze odborna sposobilost pre kvalifikovany vykon sluzieb v oblasti informacnej a kybernetickej bezpecnosti moze
byt dana aj na zaklade iného, v prehladovej tabulke neuvedeného certifikatu. Uvedené odporucania vychadzaju z materialu ,A Guide to Cyber Security Career
Development" od Skills Development Scotland - Digital World Shape IT doplnené o poznatky Kompetencného a certifikacného centra kybernetickej bezpec¢nosti.
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https://www.enisa.europa.eu/topics/cybersecurity-education/european-cybersecurity-skills-framework

ZOZNAM ODBORNYCH CERTIFIKATOV

Skratka Nazov Vydavatel
AUKB Auditor kybernetickej bezpecnosti KCCKB
MKB Manazér kybernetickej bezpecnosti

CISA Certified Information Systems Auditor

CISM Certified Information Systems Manager

CRISC Certified in Risk and Information Systems Control

CDPSE Certified Data Privacy Security Engineer

CSX-F CyberSecurity Fundamentals SACA
CSX-P Cybersecurity Practitioner

COBIT-F COBIT 5 Foundation

CGEIT Certified in the Governance of Enterprise IT

NIF Network & Infrastructure Fundamentals

DSF Data Science Fundamentals SACITCA
ccy Core Certified User

CCPU Core Certified Power User SPLUNK
CISSP Certified Information Systems Security Professional (150)2
CAP Certified Authorization Professional

CASP+ Advanced Security Practitioner

CSA+ Cyber Security Analyst

Security+ Security+

Pentest+ Pentest+

Clouds Cloud+ CompTIA
Network+ Network+

Server+ Server+

Linux+ Linux+

OSCP Certified Professional OFFENSIVE SECURITY
GCFE Certified Forensic Examiner

GASF Advanced Smartphone Forensics

GSLC Security Leadership

GCCC Critical Controls Certification

GSEC Security Essentials Certification GIAC
GSNA Systems and Network Auditor

GCFA Certified Forensic Analyst

GCTI Cyber Threat Intelligence

GNFA Network Forensic Analyst

Skratka
Fa7K
A27K
P27K
CISMP
GDPR-P
CBCI

AAA

ASA
ITIL4F
PRINCE2F
PRINCE2P
M_O_R_F
CTIM
RTIA

PTIA
CSAM

RIA

RPT
CCIE-S
CCNP-S
CCNP-E
CCNA
CCNA-CO
TOGAF-P
TOGAF-F
LPIC-1
CCsK
PMI PMP
CIPT
CIPM
CIPPJE

Nazov

ISO/IEC 27001 Foundation

ISO/IEC 27001 Auditor

ISO/IEC 27001 Practitioner

Certificate in Information Security Management Principles
GDPR Practitioner

Certificate of the Business Continuity Institute
Azure Administrator Associate

Associate Solutions Architect

ITIL4® Foundation

PRINCE2® Foundation

PRINCE2® Practitioner

MoR® Foundation

Certified Threat Intelligence Manager
Registered Threat Intelligence Analyst
Practitioner Threat Intelligence Analyst
Certified Simulated Attack Manager
Registered Intrusion Analyst

Registered Penetration Tester

Certified Internetwork Expert Security
Certified Network Professional Security
Certified Network Professional Enterprise
Certified Network Associate

Certified Cyber Operations

TOGAF Practitioner

TOGAF Foundation

Linux Professional Infrastructure Certification
Cloud Security Knowledge

Project Management Professional

Certified Information Privacy Technologists
Certified Information Privacy Manager
Certified Information Privacy Professional/Europe

Zoznam certifikatov uvedenych vyssie v prehladovej tabulke je len informativny a nie je vycerpavajuci. Nie je preto vylicené, Ze odborna spbsobilost pre kvalifikovany vykon
sluZieb v oblasti informacnej a kybernetickej bezpecnosti méze byt dand aj na zaklade iného, v prehladovej tabulke neuvedeného certifikatu.

ITIL®, PRINCE2® a MoR® su registrované ochranné zndmky spolocnosti AXELOS Limited. Vsetky prava vyhradené.
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